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REDGJØRELSE – ÅPENHETSLOVEN 2024 
 

Andenæs VVS AS er organisert som et aksjeselskap med forretningsadresse i St. Halvardsgate 33 0192 
Oslo, og det var pr 31.12.24 totalt 70 ansatte i selskapet. 

Andenæs VVS AS er eid av vårt konsernselskap, Trybi AS. Vårt driftsområde er rørleggertjenester hvor vi 
er hoved/totalentreprenør eller underentreprenør som leverer rørleggertjenester hvor fokus på kvalitet 
og bærekraft står i sentrum. Andenæs VVS hadde en omsetting i 2024 på 212 MNOK. Driften omfatter 
ikke egenimport av produkter. 

Andenæs VVS har etablert etiske retningslinjer som alle ansatte og leverandører må akseptere, og 
bedriften er også Miljøtårnsertifisert for å kunne tilkjennegi ansvarlig og bærekraftig drift at vi jobber for 
å redusere miljøpåvirkning. 

Åpenhetsloven setter søkelys på vårt ansvar for leverandørkjeden. Denne rapporten er utarbeidet for å 
gjøre rede for hvilket arbeid som er gjort for å operere i tråd med Åpenhetsloven. Rapporten dekker 
perioden 2024 og resultater frem til 15.6.25.  

Andenæs VVS startet etter innmelding i VVS Eksperten i 2024 arbeidet med å etablere en systematisk 
oppfølging av leverandører, og dette er et langsiktig arbeid som følges løpende opp. 
Leverandørporteføljen består av totalt 1901 leverandører, både små, middels og store selskaper. Våre 
innkjøp i 2024 er i all hovedsak gjennom to VVS-grossister og noen utvalgte direkteleverandører. For å 
komme i gang med arbeidet har vi tatt i bruk Factlines for å få hjelp til innhenting av 
egenrapporteringsskjema fra leverandørene. Vi samarbeider her med kjeden og i august 2024 ble det 
sendt ut egen-rapportering til 90 leverandører, og 71 har besvart så langt (79%). Kun en har besvart hittil 
i 2025.  

Det er dette utvalget leverandører som leverer varer til våre prosjekter og som representerer 
majoriteten av innkjøpet som gjøres. De øvrige er mindre tredjeparts leverandører og leverandører vi 
ikke har hatt varekjøp hos de siste tre år, er ikke inkludert i kartleggingen i denne omgang. 

 

Overordnet modell for aktsomhetsvurderinger 

Andenæs VVS har i arbeidet med aktsomhetsvurderinger tatt utgangspunkt i OECDs modell for ansvarlig 
næringsliv: 
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Beskrivelse av Factlines som system og støtte for aktsomhetsvurderinger 

I vårt konkrete arbeid med Åpenhetsloven og aktsomhetsvurderingsprosess benytter vi oss av Factlines’ 
digitale løsning. Factlines er et norskeid, uavhengig selskap, som er spesialister på kartlegging og 
oppfølging av etiske, sosiale og miljømessige krav i leverandørkjeder. Factlines leverer digital støtte for å 
få effektiv og etterprøvbar informasjon direkte fra leverandører og underleverandører.  

Informasjonen som er innhentet, gir grunnlag for videre oppfølging. Andenæs VVS vil fortsette med 
kartlegging av leverandører i form av egenrapportering, og oppfølging basert på denne. Spørsmålene i 
egenrapporteringen dekker kravene i FNs Global Compact, og viktige ILO konvensjoner. Innhentingen gir 
grunnlag for analyse om god praksis er etablert for å overholde Andenæs VVS egne kontrakter, Lov om 
Offentlige Anskaffelser §5, Åpenhetsloven og eventuelt andre bestemmelser.  

Undersøkelsen dekker følgende tema: Våre leverandører er gjort kjent med våre etiske retningslinjer og 
er pålagt å opptre i henhold til disse, inkludert at de selv må sikre sin produksjon, sine innkjøp og 
leveranser. Dersom egenrapportering eller andre indikatorer gir signaler om avvik blir disse fulgt opp 
gjennom henvendelser til leverandør. Avhengig av omfang og risiko vil avvik kunne avstedkomme 
opprettelse av forbedringsprosjekt for å skape endringer i samarbeid med leverandør og øvrige aktører i 
kjeden. Les mer om Factlines på https://factlines.com/no. 

Funn fra våre aktsomhetsvurderinger 

Andenæs VVS har som utgangspunkt for aktsomhetsvurdering valgt ut 90 leverandører av varer som blir 
levert til våre prosjekter. Dette representerer det største finansielle volumet innkjøp. 71 (79%) har 
besvart, fire (4%) har startet uten å levere. Gjennomsnitts score er 87 av maksimalt 100, noe som er 
vurdert som meget høy score. Alle besvarelser resulterer i en total risikoprofil på hver leverandør, basert 
på enkeltsvar på spørsmål. Fem leverandører er medium risiko basert på besvarelsene, en av disse er 
ikke aktiv leverandør for kjeden nå og benyttes ikke lenger av Andenæs VVS. De resterende er vurdert 
som lav risiko. 
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De fleste leverandørene leverer produkter som er forbundet med risiko. Det gjelder spesielt armatur til 
baderom, møbler, rør, elektriske innretninger og lamper. Det vurderes også geografisk plassering av 
underleverandører, og fra leverandørene gjøres det innkjøp fra 31 land, mange av disse er direkte 
forbundet med risiko for brudd på menneske- og arbeiderrettigheter. Landrisiko vurderes manuelt 
sammen med informasjon fra etablerte internasjonale indekser som ITUC (International Trade Union 
Confederation) som har fokus på arbeiderrettigheter, Transparency International (korrupsjon) og CSR 
Risk Check (MVO Nederland) som har fokus på generell risiko i leverandørkjeder. I tillegg ser vi på 
indekser for tale- og trykkefrihet (Global Freedom) og slaveri (Slavery Prevalence og Slavery 
Vulnerability). 

 

Andenæs VVS AS handler hovedsakelig fra norske leverandører, men også noe fra Sverige og Finnland 
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20 leverandører kjøper produkter fra Kina, tre fra Tyrkia, en fra Bangladesh. Dette er årsaken til at 
Andenæs VVS anser det som svært viktig å kunne dokumentere at alle leverandører har gode rutiner og 
prosesser på plass for å motvirke brudd på rettigheter i den grad det er mulig. 

Tools – Bangladesh, pakistan, vietnam, laos 

 

Bangladesh, Tyrkia, Pakistan, Laos, Vietnam, Thailand, Kina er alle vurdert som noen av de verste land 
man kan jobbe i som produksjonsarbeider, og i Europa er også f.eks Hellas og Ungarn vurdert som land 
med generell høy risiko for brudd. USA og Storbritannia er også forbundet med utfordringer med hensyn 
til arbeiderrettigheter, og med geopolitisk uro i verden er det grunn til å følge nøye med der som man 
har forretningsvirksomhet. Med unntak av Kina er det ikke mange av Andenæs VVS sine leverandører 
som kjøper fra disse landene, men vi vil etterspørre informasjon fra leverandørene om hvordan de 
følger opp innkjøp fra land med et identifisert risikobilde. Vi vet at våre leverandører er seriøse og godt 
drevet, og vi har informasjon som tilsier at de aller fleste har gode systemer og prosesser på plass. 
Andenæs VVS AS har ikke de siste to årene handlet fra leverandører som produserer eller handler varer 
fra Bangladesh, Pakistan, Vietnam eller Laos, men da de ligger i vårt leverandørregister har vi uansett 
gjennomført undersøkelsen. 

Detaljer fra undersøkelsen og viktige funn 

Egenrapporteringen inneholder følgende hovedkapitler:  

1. Samfunnsansvar, strategier og retningslinjer  
2. Aktsomhets- og risikovurdering i egen leverandørkjede inkludert oppfølgingsrutiner  
3. Land det kjøpes fra og risiko i disse  
4. Kvalitetssystemer  
5. Arbeiderrettigheter  
6. Anti-korrupsjon  
7. Folkegrupper og Miljø  
8. Beskatning 

Alle leverandører har etiske retningslinjer implementert unntatt seks som har svart nei eller vet-ikke. 
Noen flere har ikke stilt etiske krav til sine underleverandører. To leverandører har ikke varslingsrutiner 
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på plass, dette er svært små selskaper hvor det ikke er naturlig. Alle unntatt to har system for oppfølging 
av underleverandører. De som ikke har dette, har oppgitt årsak til dette. Fem leverandører har oppdaget 
brudd på retningslinjer, og i disse tilfellene er brudd adressert og forbedringer planlagt. Noen oppgir 
også at de har terminert leverandører på bakgrunn av slike funn. Ni leverandører har ikke implementert 
et kvalitetssystem, men forklarer at de har gode rutiner som ivaretar behovet. 14 har ikke miljøsystem 
på plass, men alle unntatt en bekrefter at de følger gjeldende miljølover. To har svart vet ikke på dette 
spørsmålet.  

Alle leverandørene overholder lover og regler i henhold til arbeiderrettigheter. Alle unntatt en har 
antikorrupsjons regelverk implementert, og kun to gjennomfører ikke aktsomhetsanalyse av nye 
leverandører.  

Alt i alt vurderer vi resultatet som meget godt, og vi ser at leverandørene har lagt mye arbeid i 
besvarelsene. Det gis mye tilleggsinformasjon som vi kan bruke til videre oppfølging. 

 

Andenæs VVS sine planlagte oppfølgingstiltak  

Leverandører som viser resultater som gir grunn til bekymring vil bli fulgt opp med tiltak i forhold til de 
spørsmål som har mangelfulle svar eller som gir avvik. Vi vil også gå gjennom oversikten og velge ut 
leverandører som har risikoprodukter i porteføljen for å inkludere disse i videre oppfølging. 

Forbedringsaktiviteter vil i hovedsak bli initiert gjennom Factlines for å forenkle oppfølging av respons. 
Leverandører som ikke har besvart undersøkelsen vil på nytt kontaktes.  

Kravene til leverandørene ligger i avtalene som er tegnet med oss. Krav og resultater fra undersøkelsen 
blir fulgt opp i statusmøter individuelt. Internt vil vi informere om arbeidet som hittil er gjort.  

Henvendelser om Åpenhetsloven sendes til: eskild@andenes.no. Henvendelser om Bærekraft og miljø 
kan sendes til: jansen@andenes.no 

 

 

 

__________________________ 
Eskild Muri Bø 
Daglig leder 
 
 
 

__________________________ 
Ronny Smines 
Styreleder 
 
 

__________________________ 
Geir Kåven 
Styremedlem 

__________________________ 
Sissel Nagel Muri Haider 
Styremedlem 
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REDGJØRELSE – ÅPENHETSLOVEN 2024 
 


Andenæs VVS AS er organisert som et aksjeselskap med forretningsadresse i St. Halvardsgate 33 0192 
Oslo, og det var pr 31.12.24 totalt 70 ansatte i selskapet. 


Andenæs VVS AS er eid av vårt konsernselskap, Trybi AS. Vårt driftsområde er rørleggertjenester hvor vi 
er hoved/totalentreprenør eller underentreprenør som leverer rørleggertjenester hvor fokus på kvalitet 
og bærekraft står i sentrum. Andenæs VVS hadde en omsetting i 2024 på 212 MNOK. Driften omfatter 
ikke egenimport av produkter. 


Andenæs VVS har etablert etiske retningslinjer som alle ansatte og leverandører må akseptere, og 
bedriften er også Miljøtårnsertifisert for å kunne tilkjennegi ansvarlig og bærekraftig drift at vi jobber for 
å redusere miljøpåvirkning. 


Åpenhetsloven setter søkelys på vårt ansvar for leverandørkjeden. Denne rapporten er utarbeidet for å 
gjøre rede for hvilket arbeid som er gjort for å operere i tråd med Åpenhetsloven. Rapporten dekker 
perioden 2024 og resultater frem til 15.6.25.  


Andenæs VVS startet etter innmelding i VVS Eksperten i 2024 arbeidet med å etablere en systematisk 
oppfølging av leverandører, og dette er et langsiktig arbeid som følges løpende opp. 
Leverandørporteføljen består av totalt 1901 leverandører, både små, middels og store selskaper. Våre 
innkjøp i 2024 er i all hovedsak gjennom to VVS-grossister og noen utvalgte direkteleverandører. For å 
komme i gang med arbeidet har vi tatt i bruk Factlines for å få hjelp til innhenting av 
egenrapporteringsskjema fra leverandørene. Vi samarbeider her med kjeden og i august 2024 ble det 
sendt ut egen-rapportering til 90 leverandører, og 71 har besvart så langt (79%). Kun en har besvart hittil 
i 2025.  


Det er dette utvalget leverandører som leverer varer til våre prosjekter og som representerer 
majoriteten av innkjøpet som gjøres. De øvrige er mindre tredjeparts leverandører og leverandører vi 
ikke har hatt varekjøp hos de siste tre år, er ikke inkludert i kartleggingen i denne omgang. 


 


Overordnet modell for aktsomhetsvurderinger 


Andenæs VVS har i arbeidet med aktsomhetsvurderinger tatt utgangspunkt i OECDs modell for ansvarlig 
næringsliv: 
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Beskrivelse av Factlines som system og støtte for aktsomhetsvurderinger 


I vårt konkrete arbeid med Åpenhetsloven og aktsomhetsvurderingsprosess benytter vi oss av Factlines’ 
digitale løsning. Factlines er et norskeid, uavhengig selskap, som er spesialister på kartlegging og 
oppfølging av etiske, sosiale og miljømessige krav i leverandørkjeder. Factlines leverer digital støtte for å 
få effektiv og etterprøvbar informasjon direkte fra leverandører og underleverandører.  


Informasjonen som er innhentet, gir grunnlag for videre oppfølging. Andenæs VVS vil fortsette med 
kartlegging av leverandører i form av egenrapportering, og oppfølging basert på denne. Spørsmålene i 
egenrapporteringen dekker kravene i FNs Global Compact, og viktige ILO konvensjoner. Innhentingen gir 
grunnlag for analyse om god praksis er etablert for å overholde Andenæs VVS egne kontrakter, Lov om 
Offentlige Anskaffelser §5, Åpenhetsloven og eventuelt andre bestemmelser.  


Undersøkelsen dekker følgende tema: Våre leverandører er gjort kjent med våre etiske retningslinjer og 
er pålagt å opptre i henhold til disse, inkludert at de selv må sikre sin produksjon, sine innkjøp og 
leveranser. Dersom egenrapportering eller andre indikatorer gir signaler om avvik blir disse fulgt opp 
gjennom henvendelser til leverandør. Avhengig av omfang og risiko vil avvik kunne avstedkomme 
opprettelse av forbedringsprosjekt for å skape endringer i samarbeid med leverandør og øvrige aktører i 
kjeden. Les mer om Factlines på https://factlines.com/no. 


Funn fra våre aktsomhetsvurderinger 


Andenæs VVS har som utgangspunkt for aktsomhetsvurdering valgt ut 90 leverandører av varer som blir 
levert til våre prosjekter. Dette representerer det største finansielle volumet innkjøp. 71 (79%) har 
besvart, fire (4%) har startet uten å levere. Gjennomsnitts score er 87 av maksimalt 100, noe som er 
vurdert som meget høy score. Alle besvarelser resulterer i en total risikoprofil på hver leverandør, basert 
på enkeltsvar på spørsmål. Fem leverandører er medium risiko basert på besvarelsene, en av disse er 
ikke aktiv leverandør for kjeden nå og benyttes ikke lenger av Andenæs VVS. De resterende er vurdert 
som lav risiko. 
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De fleste leverandørene leverer produkter som er forbundet med risiko. Det gjelder spesielt armatur til 
baderom, møbler, rør, elektriske innretninger og lamper. Det vurderes også geografisk plassering av 
underleverandører, og fra leverandørene gjøres det innkjøp fra 31 land, mange av disse er direkte 
forbundet med risiko for brudd på menneske- og arbeiderrettigheter. Landrisiko vurderes manuelt 
sammen med informasjon fra etablerte internasjonale indekser som ITUC (International Trade Union 
Confederation) som har fokus på arbeiderrettigheter, Transparency International (korrupsjon) og CSR 
Risk Check (MVO Nederland) som har fokus på generell risiko i leverandørkjeder. I tillegg ser vi på 
indekser for tale- og trykkefrihet (Global Freedom) og slaveri (Slavery Prevalence og Slavery 
Vulnerability). 


 


Andenæs VVS AS handler hovedsakelig fra norske leverandører, men også noe fra Sverige og Finnland 
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20 leverandører kjøper produkter fra Kina, tre fra Tyrkia, en fra Bangladesh. Dette er årsaken til at 
Andenæs VVS anser det som svært viktig å kunne dokumentere at alle leverandører har gode rutiner og 
prosesser på plass for å motvirke brudd på rettigheter i den grad det er mulig. 


Tools – Bangladesh, pakistan, vietnam, laos 


 


Bangladesh, Tyrkia, Pakistan, Laos, Vietnam, Thailand, Kina er alle vurdert som noen av de verste land 
man kan jobbe i som produksjonsarbeider, og i Europa er også f.eks Hellas og Ungarn vurdert som land 
med generell høy risiko for brudd. USA og Storbritannia er også forbundet med utfordringer med hensyn 
til arbeiderrettigheter, og med geopolitisk uro i verden er det grunn til å følge nøye med der som man 
har forretningsvirksomhet. Med unntak av Kina er det ikke mange av Andenæs VVS sine leverandører 
som kjøper fra disse landene, men vi vil etterspørre informasjon fra leverandørene om hvordan de 
følger opp innkjøp fra land med et identifisert risikobilde. Vi vet at våre leverandører er seriøse og godt 
drevet, og vi har informasjon som tilsier at de aller fleste har gode systemer og prosesser på plass. 
Andenæs VVS AS har ikke de siste to årene handlet fra leverandører som produserer eller handler varer 
fra Bangladesh, Pakistan, Vietnam eller Laos, men da de ligger i vårt leverandørregister har vi uansett 
gjennomført undersøkelsen. 


Detaljer fra undersøkelsen og viktige funn 


Egenrapporteringen inneholder følgende hovedkapitler:  


1. Samfunnsansvar, strategier og retningslinjer  
2. Aktsomhets- og risikovurdering i egen leverandørkjede inkludert oppfølgingsrutiner  
3. Land det kjøpes fra og risiko i disse  
4. Kvalitetssystemer  
5. Arbeiderrettigheter  
6. Anti-korrupsjon  
7. Folkegrupper og Miljø  
8. Beskatning 


Alle leverandører har etiske retningslinjer implementert unntatt seks som har svart nei eller vet-ikke. 
Noen flere har ikke stilt etiske krav til sine underleverandører. To leverandører har ikke varslingsrutiner 







  
 


 


    


 
 


St. Halvardsgate 33C 
0192 Oslo 
22 08 05 00 
www.andenes.no 


NO 963 031 130 MVA 
Startbank: 00156036 
Bankgiro: 6067.05.21748  


 


på plass, dette er svært små selskaper hvor det ikke er naturlig. Alle unntatt to har system for oppfølging 
av underleverandører. De som ikke har dette, har oppgitt årsak til dette. Fem leverandører har oppdaget 
brudd på retningslinjer, og i disse tilfellene er brudd adressert og forbedringer planlagt. Noen oppgir 
også at de har terminert leverandører på bakgrunn av slike funn. Ni leverandører har ikke implementert 
et kvalitetssystem, men forklarer at de har gode rutiner som ivaretar behovet. 14 har ikke miljøsystem 
på plass, men alle unntatt en bekrefter at de følger gjeldende miljølover. To har svart vet ikke på dette 
spørsmålet.  


Alle leverandørene overholder lover og regler i henhold til arbeiderrettigheter. Alle unntatt en har 
antikorrupsjons regelverk implementert, og kun to gjennomfører ikke aktsomhetsanalyse av nye 
leverandører.  


Alt i alt vurderer vi resultatet som meget godt, og vi ser at leverandørene har lagt mye arbeid i 
besvarelsene. Det gis mye tilleggsinformasjon som vi kan bruke til videre oppfølging. 


 


Andenæs VVS sine planlagte oppfølgingstiltak  


Leverandører som viser resultater som gir grunn til bekymring vil bli fulgt opp med tiltak i forhold til de 
spørsmål som har mangelfulle svar eller som gir avvik. Vi vil også gå gjennom oversikten og velge ut 
leverandører som har risikoprodukter i porteføljen for å inkludere disse i videre oppfølging. 


Forbedringsaktiviteter vil i hovedsak bli initiert gjennom Factlines for å forenkle oppfølging av respons. 
Leverandører som ikke har besvart undersøkelsen vil på nytt kontaktes.  


Kravene til leverandørene ligger i avtalene som er tegnet med oss. Krav og resultater fra undersøkelsen 
blir fulgt opp i statusmøter individuelt. Internt vil vi informere om arbeidet som hittil er gjort.  


Henvendelser om Åpenhetsloven sendes til: eskild@andenes.no. Henvendelser om Bærekraft og miljø 
kan sendes til: jansen@andenes.no 


 


 


 


__________________________ 
Eskild Muri Bø 
Daglig leder 
 
 
 


__________________________ 
Ronny Smines 
Styreleder 
 
 


__________________________ 
Geir Kåven 
Styremedlem 


__________________________ 
Sissel Nagel Muri Haider 
Styremedlem 
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[ {
  "agreementId" : "a4dd5f00-5347-11f0-aee0-85ac87bd61bb",
  "agreementName" : "Redgjørelse for åpenhetsloven 2024",
  "agreementVersion" : "1.19",
  "agreementLocale" : "nb_NO",
  "agreementFiles" : [ {
    "fileName" : "Åpenhetsloven Andenæs VVS 2025.pdf",
    "fileMimetype" : "application/pdf",
    "fileSize" : "402771",
    "fileHash" : "0b2ddced86ceef9e3359c0c7872803e3072a26173976cda76c3ef4b4674da6b7",
    "fileId" : "a4e3c7a0-5347-11f0-a235-5b48bb1c099f"
  } ],
  "signees" : [ {
    "personName" : "Eskild Muri Bø",
    "personSurname" : "Bø",
    "personGivenName" : "Eskild Muri",
    "email" : "eskild@andenes.no"
  }, {
    "personName" : "Ronny Smines",
    "personSurname" : "Smines",
    "personGivenName" : "Ronny",
    "email" : "ronny.smines@andenes.no"
  }, {
    "personName" : "Geir Kåven",
    "personSurname" : "Kåven",
    "personGivenName" : "Geir",
    "email" : "geir.kaven@andenes.no"
  }, {
    "personName" : "Sissel Nagel Muri Haider",
    "personSurname" : "Haider",
    "personGivenName" : "Sissel Nagel Muri",
    "email" : "sissel.muri@hotmail.com"
  } ],
  "time" : "2025-06-27T13:12:43.000+0200",
  "type" : "api",
  "user" : {
    "personName" : "CC5 API_KEY",
    "orgName" : "Andenæs VVS AS",
    "ipAddress" : "13.51.214.240",
    "orgNr" : "963031130"
  },
  "eventId" : 12,
  "eventClass" : "agreement_created",
  "id" : "a5621f78-5347-11f0-a3fe-cd41deb2c26c"
}, {
  "id" : "0ff38160-5349-11f0-a00b-adb86a53b062",
  "time" : "2025-06-27T13:22:51.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "81.166.184.90"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Sissel Nagel Muri Haider",
    "personSurname" : "Haider",
    "personGivenName" : "Sissel Nagel Muri",
    "email" : "sissel.muri@hotmail.com"
  }
}, {
  "signeeInfo" : {
    "personName" : "Sissel Nagel Muri Haider",
    "personSurname" : "Haider",
    "personGivenName" : "Sissel Nagel Muri",
    "email" : "sissel.muri@hotmail.com"
  },
  "signingMetadata" : {
    "personNr" : "9578-5994-4-982973",
    "personSurname" : "Haider",
    "signatureAction" : "signature",
    "tbs" : "UmVkZ2rDuHJlbHNlIGZvciDDpXBlbmhldHNsb3ZlbiAyMDI0CkN5M2M3WWJPNzU0eldjREhoeWdENHdjcUpoYzVkczJuYkQ3MHRHZE5wcmM=",
    "signature" : "",
    "ocspResponse" : "",
    "personDateOfBirth" : "1953-06-06",
    "signatureMethod" : "norbankid-netcentric",
    "AUDIT_AGREEMENT_EVENT_TXN_ID" : "14452840-5349-11f0-8cd2-5bae935d6dcd",
    "personGivenName" : "Sissel Nagel Muri",
    "startDate" : "2025-06-27T11:22:58.880+0000",
    "transactionId" : "9802b35a276f48739d2898f553e9b988"
  },
  "time" : "2025-06-27T13:24:07.000+0200",
  "type" : "sign",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "81.166.184.90"
  },
  "eventId" : 30,
  "eventClass" : "agreement_signed",
  "id" : "3d2b6ee0-5349-11f0-9120-837efc00c379"
}, {
  "id" : "ff0a2440-534c-11f0-84e4-794a998e390a",
  "time" : "2025-06-27T13:51:00.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "46.15.12.104"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Geir Kåven",
    "personSurname" : "Kåven",
    "personGivenName" : "Geir",
    "email" : "geir.kaven@andenes.no"
  }
}, {
  "signeeInfo" : {
    "personName" : "Geir Kåven",
    "personSurname" : "Kåven",
    "personGivenName" : "Geir",
    "email" : "geir.kaven@andenes.no"
  },
  "signingMetadata" : {
    "personNr" : "9578-5999-4-964377",
    "personSurname" : "Kåven",
    "signatureAction" : "signature",
    "tbs" : "UmVkZ2rDuHJlbHNlIGZvciDDpXBlbmhldHNsb3ZlbiAyMDI0CkN5M2M3WWJPNzU0eldjREhoeWdENHdjcUpoYzVkczJuYkQ3MHRHZE5wcmM=",
    "signature" : "",
    "ocspResponse" : "",
    "personDateOfBirth" : "1969-10-03",
    "signatureMethod" : "norbankid-netcentric",
    "AUDIT_AGREEMENT_EVENT_TXN_ID" : "0551a7b0-534d-11f0-84e4-794a998e390a",
    "personGivenName" : "Geir Arild",
    "startDate" : "2025-06-27T11:51:11.817+0000",
    "transactionId" : "994fc47480e521264d657a407fc17203"
  },
  "time" : "2025-06-27T13:51:52.000+0200",
  "type" : "sign",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "46.15.12.104"
  },
  "eventId" : 30,
  "eventClass" : "agreement_signed",
  "id" : "1d83f5e0-534d-11f0-b92c-a5b8e41e0cee"
}, {
  "id" : "57147b90-54fb-11f0-84e4-794a998e390a",
  "time" : "2025-06-29T17:11:32.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "81.166.193.181"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Eskild Muri Bø",
    "personSurname" : "Bø",
    "personGivenName" : "Eskild Muri",
    "email" : "eskild@andenes.no"
  }
}, {
  "signeeInfo" : {
    "personName" : "Eskild Muri Bø",
    "personSurname" : "Bø",
    "personGivenName" : "Eskild Muri",
    "email" : "eskild@andenes.no"
  },
  "signingMetadata" : {
    "personNr" : "9578-5994-4-784312",
    "personSurname" : "Bø",
    "signatureAction" : "signature",
    "tbs" : "UmVkZ2rDuHJlbHNlIGZvciDDpXBlbmhldHNsb3ZlbiAyMDI0CkN5M2M3WWJPNzU0eldjREhoeWdENHdjcUpoYzVkczJuYkQ3MHRHZE5wcmM=",
    "signature" : "",
    "ocspResponse" : "",
    "personDateOfBirth" : "1980-08-13",
    "signatureMethod" : "norbankid-netcentric",
    "AUDIT_AGREEMENT_EVENT_TXN_ID" : "5b622ad0-54fb-11f0-8cd2-5bae935d6dcd",
    "personGivenName" : "Eskild Muri",
    "startDate" : "2025-06-29T15:11:39.733+0000",
    "transactionId" : "6c9545c48e82bcce268391eebd9816f5"
  },
  "time" : "2025-06-29T17:12:07.000+0200",
  "type" : "sign",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "81.166.193.181"
  },
  "eventId" : 30,
  "eventClass" : "agreement_signed",
  "id" : "6c460ce0-54fb-11f0-84e4-794a998e390a"
}, {
  "id" : "db07b5a0-54fd-11f0-affe-0dc77c31f79c",
  "time" : "2025-06-29T17:29:32.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "77.16.79.199"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Ronny Smines",
    "personSurname" : "Smines",
    "personGivenName" : "Ronny",
    "email" : "ronny.smines@andenes.no"
  }
}, {
  "signeeInfo" : {
    "personName" : "Ronny Smines",
    "personSurname" : "Smines",
    "personGivenName" : "Ronny",
    "email" : "ronny.smines@andenes.no"
  },
  "signingMetadata" : {
    "personNr" : "9578-5997-4-726492",
    "personSurname" : "Smines",
    "signatureAction" : "signature",
    "tbs" : "UmVkZ2rDuHJlbHNlIGZvciDDpXBlbmhldHNsb3ZlbiAyMDI0CkN5M2M3WWJPNzU0eldjREhoeWdENHdjcUpoYzVkczJuYkQ3MHRHZE5wcmM=",
    "signature" : "",
    "ocspResponse" : "",
    "personDateOfBirth" : "1973-10-20",
    "signatureMethod" : "norbankid-netcentric",
    "AUDIT_AGREEMENT_EVENT_TXN_ID" : "e128c550-54fd-11f0-b92c-a5b8e41e0cee",
    "personGivenName" : "Ronny",
    "startDate" : "2025-06-29T15:29:43.206+0000",
    "transactionId" : "646c1184b4d5846cce1af38c89dc79bb"
  },
  "time" : "2025-06-29T17:30:19.000+0200",
  "type" : "sign_final_part",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "77.16.79.199"
  },
  "eventId" : 31,
  "eventClass" : "agreement_signed",
  "id" : "f7022f60-54fd-11f0-9120-837efc00c379"
} ]
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Purpose
This document gives an introduction to the collection of reference documentation added to each


agreement signed using Egreement’s service. In case of agreement disputes, this documents and its


referrals should be used as a handbook on how to verify agreements.


Overview
Agreement and workflow basics are introduced in this document in order to be able to understand the


reference documentation.


Glossary


Term Description


Agreement File Attachment to the agreement, for example an
uploaded PDF, image, or free text, entered by
agreement creator.


Agreement Creator User who creates the initial agreement and add
contracting parties.


API Application Programming interface


Audit Log The log of events associated with each agreement.


CMS Cryptographic Message Syntax


Container The file which holds the agreement including all
metadata such as audit log, documentation,
verification, Etc.


Contracting Party User who is to sign an agreement.


Egreement The company providing the agreement signing
service. Egreement AB,
https://www.egreement.com


EID Electronic identity such as a certificate or online
identity of some kind.


Hash A cryptographic hash, see Signing


JSON JavaScript Object Notation


NTP Network Time Protocol


OCSP Online Certificate Status Protocol


PKCS Public Key Cryptography Standards
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Term Description


PKI Public Key Infrastructure


PDF Portable Document Format from Adobe Systems


Signee When a contracting party has signed an
agreement, the party becomes a signee.


TBS To Be Signed. A textual representation of an
agreement.


Verification Page(s) appended to the end of the visible part of
the agreement, summarizing agreement
information, including a timeline.


XML Extensible Markup Language


Agreement Basics
An agreement has a number of artifacts that together form an agreement:


Figure 1. Agreement content


• Agreement name chosen by Agreement Creator.


• Agreement ID automatically generated by Egreement’s system.


• Files of different formats, such as text or images, that form the contractual part of the agreement.


• Audit log, created by the Egreement system, keeping records of all major events that have taken
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place in the process of concluding the agreement.


• Reference documentation on how Egreement manages agreement creation, signing and conclusion.


This very document is the introduction and first part of the reference documentation.


Version Properties
The following properties apply for the current version of the agreement implementation:


• Agreement File hash algorithm: SHA-256


• Agreement File hash encoding: Hex string


• Reference documents:


◦ Overview


◦ Container Format


◦ Signing


◦ Validation


Workflow
The Egreement workflow contains a number of stages.


1. Create agreement - Start


2. Add agreement files - Upload attachments


3. Add contracting parties - Add people who are to sign the agreement


4. Signature creation - All contracting parties sign the agreement


5. Download - Agreement can be downloaded (optional)


Agreement Creation


When an agreement is to be created, the user chooses a name for the agreement and an ID is


automatically generated.


Agreement Files


An agreement file is a part of the agreement. The file can be of any format. If the file format can be


presented by the Egreement software, a visual representation will be shown to the contracting parties.
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Contracting Parties


After the agreement has been set up, all contracting parties who should sign the agreement are added.


Signature Creation


The user should always sign the complete agreement including all attached files. Metadata which will


serve as proof of user consent to the agreement will be automatically added by the system, making the


agreement tamper-proof and self-contained. Each signee can choose from a set of signature methods.


The actual signature creation is handled differently depending on signing method.


In the signature workflow, a number of signees can individually sign the same agreement. The


aggregated signature result will be added to the agreement as proof of the agreement’s validity. Signing


is described in detail in Signing.


After the last signee has signed, the agreement will be concluded and therefore the process and


agreement files will be closed.


Download


It is possible to download an agreement from the system to store it offline. The downloaded agreement


is tamper-proof, as all parts of the agreement, including main file, attachments and all other artifacts,


are tied to every individual signee. Since this downloaded agreement is more than just a document, it


is referred to as a Container.


Egreement currently supports PDF as container-format which is described more in detail in Container


Format.


Logging


All actions associated with the agreement are stored in the audit log.


Dispute
In case of dispute about a signed agreement where the different signees disagree, the Validation


document describes the process how to verify the agreement’s validty.


Reference Documentation


Document name Description


Overview Gives an overview of the Egreement agreement
function and links to the other documents.
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Document name Description


Container Format Describes the details of how agreement
information is stored within the container PDF.


Signing Describes how Egreement handles the signature
process.


Validation Describes how to validate a container. Makes
references to other documents for validation
details.


BankidValidation Signature Profile for BankID, v2.3


Telia Tunnistus Telia Tunnistus - Integration guide to
identification broker service, v1.8


Nets eID Broker Technical reference for service providers, v1.2.3


Swisscom AIS All-in Signing Service Reference Guide, v2.15


Swisscom SRS Integration Guide Smart Registration Service, v1.8


Cryptographic Message Syntax https://www.ietf.org/rfc/rfc2630


5



https://www.ietf.org/rfc/rfc2630



		Overview

		Table of Contents

		Purpose

		Overview

		Glossary

		Agreement Basics

		Version Properties

		Workflow

		Agreement Creation

		Agreement Files

		Contracting Parties

		Signature Creation

		Download

		Logging



		Dispute

		Reference Documentation






ContainerFormat
Egreement AB


Version 3.0-189-g7f108d3, 2024-08-27







Table of Contents
Purpose . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  1


Overview . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  1


Generic Container Structure . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  1


PDF Container . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  1


How to Validate . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  3


Container Content . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  3


Agreement File . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  3


Agreement Files Possible to Visualize . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  3


Agreement Files Non-Possible to Visualize . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  3


How to Validate . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  3


Audit Log . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  3


Common Structures . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  4


UserInfo . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  4


AgreementFileInfo . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  5


How to Validate . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  5


Agreement Created . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  5


How to Validate . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  6


Agreement Viewed . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  7


How to Validate . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  8


Agreement Signed . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  8


How to Validate . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  9


Agreement Rejected . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  10


How to Validate . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  10


Agreement ExpireOn Changed. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  10


How to Validate . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  11


Message Sent . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  11


How to Validate . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  11


Format . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  12


Reference Documentation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  13


Verification . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  14


Basic Information . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  14


Agreement Files . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  14


Signees . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  15


Audit Log Extract . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  15


Change Log. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  15


Agreement Version : 1.1 . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  15







Agreement Version : 1.2 . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  15


Agreement Version : 1.3 . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  16


Agreement Version : 1.4 . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  16


Agreement Version : 1.5 . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  16


Agreement Version : 1.6 . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  16


Agreement Version : 1.7 . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  16


Agreement Version : 1.8 . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  16


Agreement Version : 1.9 . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  17


Agreement Version : 1.10 . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  17


Agreement Version : 1.11 . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  17


Agreement Version : 1.12 . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  17


Agreement Version : 1.13 . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  17


Agreement Version : 1.14 . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  17


Agreement Version : 1.15 . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  18


Agreement Version : 1.16 . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  18


Agreement Version : 1.17 . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  18


Agreement Version : 1.18 . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  18


Agreement Version : 1.19 . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  18


Reference Documentation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  18







Purpose
This document is targeted for contracting parties and arbitrators that create, sign and/or evaluate


agreements concluded through the Egreement application. The document describes the content,


structure and semantics of the agreement container, required to understand in order to evaluate


agreements or settle possible disputes.


Overview
An agreement in the Egreement sense is not just a single document. Instead, an agreement is a


collection of different information artifacts concerning an agreement made between one or more


contracting parties. Artifacts can be the text on which agreement parties are to agree, individual


parties’ acceptance statements, or records of the events associated with the conclusion of the


agreement. In order to store this information in a secure and self-contained manner, a Container is


needed. The container is simply a file storing all the information needed in a structured and well-


defined way.


Generic Container Structure
The container includes the following artifact types:


• Agreement File - One or more documents, or other types of files (such as images), either uploaded


by the agreement creator or provided by the Egreement application, that togehter constitute the


agreement.


• Audit Log - A log, created by the Egreement system, with recordings of all major events that have


taken place in the process of concluding the agreement.


• Reference Documentation - Documentation how Egreement manages agreement creation, signing


and closing.


• Verification - An agreement summary, including a listing of included agreement files, signees and


an extract of the audit log.


PDF Container


The container format used by Egreement is PDF. All of the listed artifact types are stored as so called


attachments in the PDF container. The reason for adding agreement artifacts as attachments is that


this makes it possible to provide traceability throughout the complete signing process. In order for a


reader to easily be able to view the contents of the agreement, a selection of the attachments is


"mirrored" to the main (visible) part of the PDF.
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Figure 1. Container Overview



Not all PDF viewers are able to list and/or present PDF attachments. Therefore, it is


recommended to use the official Adobe Acrobat Reader to view Egreement PDF


containers.


Each attachment is given a numeric prefix to its name in order to sort the files correctly in the list. Also


note that the description field holds the artifact type of the attachment.


Figure 2. PDF Attachments
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How to Validate


The container is a valid PDF agreement if it holds the artifacts defined above.


Container Content


Agreement File


Artifact type: Agreement file


Agreement files are the parts of the agreement which the agreement creator uploads or selects to be


included. These could be documents, forms, images or virtually any type of file. Furthermore,


agreement files can be divided into two categories, agreement files possible to visualize and non-


possible to visualize.


Agreement Files Possible to Visualize


Files possible to visualize, are added as attachments to the container just as all other artifact types, but


they are also mirrored to the visible part of the agreement PDF. This allows the user to quickly view


the content of the main parts of the agreement. Files that typically are possible to visualize, are PDFs,


image-type files and text files.


Agreement Files Non-Possible to Visualize


Agreement files non-possible to visualize, are not mirrored to the visual part of the agreement PDF,


though it is represented with name, size and hash of the file. These file types are typically technically


hard or impossible to create a visual representation of, e.g. a sound file or a video file.


How to Validate


To understand what has been agreed and to establish if there is a dispute or if the disagreement


between the contracting parties is actually covered by the agreement, please read and understand the


actual content of the agreement.


Audit Log


Artifact type: Audit log


The audit log attachment is a well-defined, JSON formatted, document presenting all the important


events that have occurred from when the agreement was created until the agreement was closed.


Refer to the "Workflow" chapter in Overview for more details.


The following audit log entry types are defined:
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• Agreement Created


• Agreement Viewed


• Agreement Signed


• Agreement Rejected


• Agreement ExpireOn Changed


• Message Sent


The different log entry types are described in detail below.


Common Structures


All log entry types share common information that is included in every log entry logged.


Table 1. Common Attributes


Parameter name Parameter value example(s) Description


time 2016-03-21T10:03:28.010+0000 Time when the entry was logged
as yyyy-MM-dd’T’HH:mm:ss.SSSZ.


id 540431, 1e8f69a4-07c1-11e8-
ba89-0ed5f89f718b


An ID of this particular event
(can either be a numeric long
value or Time based UUID).


eventClass agreement_created Name of the type, as listed
below.


eventId 10 Each type includes a set of IDs.
See respective log entry type
description for details.


userInfo See UserInfo Information about a user.


UserInfo


The UserInfo structure holds information about the user triggering an event, users being contracting


parties of an agreement as well as other users. Note that only a subset of the parameters is included,


depending on the situation where the UserInfo structure is used.


Table 2. UserInfo


Parameter name Parameter value example(s) Description


ipAddress 212.94.55.131 The IP address of the user.


email john@example.org The user’s email address.


mobile +4670123456789 The user’s mobile phone
number.
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Parameter name Parameter value example(s) Description


personNr 19550505-1234 (Sweden),
220750-999Y (Finland)


The user’s personal identity
number.


personName John Smith The first and last name of the
user.


personGivenName John The first name of the user.


personSurname Smith The last name of the user.


orgNr 551234-1234 The organization number of the
organization on behalf of which
the user is operating.


orgName Acme AB The organization name of the
organization on behalf of which
the user is operating.


AgreementFileInfo


The AgreementFileInfo structure holds information about an agreement file, e.g. a PDF uploaded by the


user. See Agreement File.


Table 3. AgreementFileInfo


Parameter name Parameter value example(s) Description


fileId 6572354654, 75928ba0-2369-
11e8-b467-0ed5f89f718b


The system generated ID of the
agreement file (can either be a
numeric long value or Time
based UUID).


fileName MyEmployeeAgreement.pdf The user defined name of the
agreement file.


fileMimetype application/pdf The agreement file mime type.


fileSize 42253 The size, in bytes, of the
agreement file.


fileHash 3d7c514b…66b786a4 The hash of the agreement file,
encoded as a hex string.


How to Validate


See Validation how to validate the entire audit log.


Agreement Created


This event is logged when the agreement is created. This is always the first log entry for each
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agreement, i.e. no events can take place before this event has occurred.


• EventClass: agreement_created


• EventId:


◦ 10: When a private user creates an agreement using the web application.


◦ 11: When a company user creates an agreement using the web application.


◦ 12: Agreement created using the API.


Table 4. Agreement Created Specific Information


Parameter name Parameter value example(s) Description


agreementName MyEmployeeAgreement User specified name of the
agreement.


agreementId 12345678901234, 75928ba0-2369-
11e8-b467-0ed5f89f718b


System generated ID of the
agreement (can either be a
numeric long value or Time
based UUID).


agreementVersion 1.18 Version of the agreement
container format.


agreementLocale sv_SE Locale of the agreement
container.


signees List of UserInfo A listing of the signees defined
as parties in the agreement.


agreementFiles List of AgreementFileInfo A listing of the agreement files
included in the agreement.


How to Validate


Validating this audit entry requires a number of steps all documented below.


EventTypeId Validation


Check that the UserInfo field is populated correctly according to EventType. See UserInfo for details.


Table 5. EventType effect on UserInfo


Type How to validate UserInfo


10 orgNr and orgName must not be set


11 personNr, orgNr and orgName must be set


12 orgNr and orgName must be set
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Agreement Metadata


All metadata parameters must be validated according to table below.


Table 6. Agreement Created Metadata Verification


Parameter name How to validate


agreementName Must be present


agreementId Must be present


agreementVersion Must be less than or equal to 1.16


agreementLocale If present, Must be a valid locale and container
verification page must be in this language


signees See Signees Validation


agreementFiles See Agreement File Validation


Agreement File Validation


Validate that all Agreement File are the correct ones, that they are included, and that there are no


additional files than the ones listed in the audit log.


Audit Log


Check all agreement files in this audit entry and verify that they all exist in the container. Do this by


identifying the attachment by the ID and name stated in the audit entry.


Attachments


Check all agreement files in the PDF container by searching after the Artifact type: Agreement file and


make sure that they are all listed in the create agreement audit entry.


Check Hashsums


For each agreement file, compute the hash and check that the hash in the audit entry is correct.


Signees Validation


Make sure that each signee has an Agreement Signed audit entry. Also check that the number of signees


is equal to the number of Agreement Signed entries.


Agreement Viewed


This event is logged every time an agreement is viewed or downloaded.


• EventClass: agreement_viewed


• EventId:


◦ 20: When a user views an agreement using the web application.
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◦ 21: When a user views an agreement using a mail link.


◦ 22: When a user views an agreement by downloading it using the web application.


◦ 23: When a user views an agreement using a mail link that is protected using two-factor


authentication.


Agreement Viewed Specific Information


None


How to Validate


Check that time of entry is after Agreement Created.


Agreement Signed


This event is logged every time a user signs an agreement.


• EventClass: agreement_signed


• EventId:


◦ 30: When a user signs the agreement, not being the last signee.


◦ 31: When a user signs the agreement as the last signee.


◦ 32: When a user tries to sign the agreement but signing fails.


Table 7. Agreement Signed Specific Information


Parameter name Parameter value example Description


signeeInfo See UserInfo Information about the signee.


signMetadata See SignMetadata Signing metadata produced in
the signing process.


Table 8. SignMetadata


Parameter name Parameter value example Description


signatureMethod bankid The ID of the signing method
used.


signature PD94bWwgdm…duYXR1cmU+ The signature, base64 encoded.
The underlying format depends
on the signature method used.


ocspResponse MIIEXgoBAK…jks3yrAUvE The OCSP response message,
base64 encoded. This parameter
is only included for some signing
methods.
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Parameter name Parameter value example Description


message MzJhMDYxN2FhYjRjOWZlNzI1Zj
FiNWJjNDQxMj…


The text shown to the signee
before approving the signature
request. Text is NOT signed, just
kept for audit purposes.


tbs SSBzaWduOiAiQ29udHJhY3QiIA
pJRDogNjdkN2…


The text being signed by the
signee using the signing method
encoded as base64. This
parameter is only included for
some signing methods and may
vary between signing methods
and localizations.


tbsHidden LS0tLS0tLS0tLQpDb250ZW50Og
oKImJsdWUucG…


Hidden additional text also
being signed, base64 encoded.
This parameter is only included
for some signing methods.


How to Validate


Check that time of entry is after Agreement Created.


EventType Validation


Table 9. EventType effect on validation


Type How to act


30 Verify as described below.


31 Verify as describe below, and once done, check
that there are no more Agreement Signed entries
in the audit log.


TBS Validation


In case of an advanced or qualified signature methods, the TBS (including the hidden TBS where


applicable) will be stored as a part of SignMetadata.


For simple electronic signature methods, TBS validation is not applicable.


Signature Validation


Fetch the signature method pointed out by SigningMethod and verify the signature according to the


corresponding chapter in Signing


Signee Validation


The output from the Signature Validation should be validated according to table below.
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Output type How to validate


Signature time If a signature time has been registered, check that
this signature time corresponds to the time of the
Agreement Signed.


User attributes Check that the user attributes returned from the
signature method matches the attributes of the
SigneeInfo.


TBS or hash of TBS If TBS validation applies, check that TBS and/or
tbsHidden matches the SignMetadata.


Hash algorithm If TBS validation applies, and the TBS is returned
hashed, return name of hash algorithm.


Agreement Rejected


This event is logged when the agreement is rejected. If this event occurs, the agreement is invalid.


• EventClass: agreement_rejected


• EventId:


◦ 40: Agreement rejected by user.


◦ 41: Agreement auto-rejected due to validity timeout.


◦ 42: Agreement withdrawn by agreement creator.


Agreement Rejected Specific Information


None


How to Validate


If one of these audit entries are found, the agreement is not a valid agreement.


Agreement ExpireOn Changed


This event is logged when the agreement expiry date is changed.


• EventClass: agreement_expire_on_changed


• EventId:


◦ 80: Agreement expiry date changed by user.


Table 10. Agreement ExpireOn Changed Specific Information
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Parameter name Parameter value example Description


agreementPreviousExpireOn 2016-03-21T10:03:28.010+0000 Time when agreement was
scheduled to expire as yyyy-MM-
dd’T’HH:mm:ss.SSSZ.


agreementExpireOn 2016-03-31T10:03:28.010+0000 Time when agreement is
scheduled to expire as yyyy-MM-
dd’T’HH:mm:ss.SSSZ.


How to Validate


Check that time of entry is after Agreement Created.


Message Sent


A message is logged each time the system sends a mail to parties involved in the agreement.


• EventClass: message_sent


• EventId:


◦ 50: Message sent due to event IDs: 10-12


◦ 51: Message sent due to event ID: 30.


◦ 52: Message sent due to event ID: 31.


◦ 53: Message sent due to event ID: 40.


◦ 54: Message sent due to event ID: 41.


◦ 55: Message sent when agreement is shared.


◦ 56: Message sent when agreement sharing is cancelled.


◦ 57: Message sent when agreement validity is about to expire.


◦ 58: Message sent as a reminder of agreement creation.


◦ 60: Message sent due to event ID: 20-23.


Table 11. Message Sent Specific Information


Parameter name Parameter value example Description


sentTo List of UserInfo A listing of the users to whom
the message is sent.


How to Validate


Check that time of entry is after Agreement Created.
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Format


The audit log is included in the container as a JSON-formatted file.


Audit log example


[ {
  "agreementId" : "160400034502",
  "agreementName" : "Package patent",
  "agreementVersion" : "1.16",
  "agreementLocale": "sv_SE",
  "agreementFiles" : [ {
    "fileSize" : "722085",
    "fileId" : "4081",
    "fileHash" : "01e70b3f3d48df504f19a912e171df2f2533a2a8bf73d052c004e27bf64671a0",
    "fileMimetype" : "application/pdf",
    "fileName" : "patent.pdf"
  }, {
    "fileSize" : "180269",
    "fileId" : "4082",
    "fileHash" : "96e0a461e285986ae6e3a2b581568c89d1dae77ae580fea1859faab2e594ec46",
    "fileMimetype" : "image/png",
    "fileName" : "fig1.png"
  } ],
  "signees" : [ {
    "personNr" : "191111112222",
    "personName" : "Alice A"
  }, {
    "personNr" : "193333334444",
    "personName" : "Bob B"
  } ],
  "id" : 778333,
  "time" : "2016-04-26T16:39:30.000+0000",
  "user" : {
    "personNr" : "193333334444",
    "personName" : "Bob B",
    "ipAddress" : "1.2.3.4"
  },
  "eventClass" : "agreement_created",
  "eventId" : 10
}, {
  "id" : 778334,
  "time" : "2016-04-26T16:39:31.000+0000",
  "eventId" : 50,
  "eventClass" : "message_sent",
  "user" : {
    "personNr" : "193333334444",
    "personName" : "Bob B",
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    "ipAddress" : "1.2.3.4"
  },
  "sentTo" : [ {
    "email" : "alice.a@eavtal.se",
    "personName" : "Alice A"
  }, {
    "personName" : "Alice A",
    "mobile" : "+4670123456789"
  } ]
}, {
  "signingMethod" : "bankid",
  "signeeInfo" : {
    "personSurname" : "B",
    "personNr" : "193333334444",
    "personGivenName" : "Bob",
    "personName" : "Bob B"
  },
  "signingMetadata" : {
    "ocspResponse" : "MII...z5Q==",
    "startDate" : "2016-04-26T16:39:32.000+0000",
    "signatureMethod" : "bankid",
    "signature" : "PD9...cmU+"
  },
  "id" : 778335,
  "time" : "2016-04-26T16:39:43.000+0000",
  "user" : {
    "personNr" : "193333334444",
    "personName" : "Bob B",
    "ipAddress" : "1.2.3.4"
  },
  "eventClass" : "agreement_signed",
  "eventId" : 30
} ]


Reference Documentation


Artifact type: Reference documentation


Included in the container is also the reference documentation which documents the container format,


overview and details about signing and validation, Etc.


Table 12. Reference Documentation


Document name Description


Overview Gives an overview of the Egreement agreement
function and links to the other documents.
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Document name Description


Container Format Describes the details of how agreement
information is stored within the container PDF.


Signing Describes how Egreement handles the signature
process.


Validation Describes how to validate a container. Makes
references to other documents for validation
details.


BankidValidation Signature Profile for BankID, v2.3


Telia Tunnistus Telia Tunnistus - Integration guide to
identification broker service, v1.8


Nets eID Broker Technical reference for service providers, v1.2.3


Cryptographic Message Syntax https://www.ietf.org/rfc/rfc2630


Verification


Artifact type: Verification


The verification page is included as an attachment in the container, and is also mirrored to the visible


part of the container PDF. The purpose of the verification is to provide the reader with a summary of


the content of the agreement, in combination with important events that have occurred during the


agreement creation and signing process. An overview of the contents of the verification is given below.


Basic Information


Includes the most basic, and always present, information of the agreement. See Agreement Created for


more details.


• Agreement ID


• Agreement name


• Agreement version


• Creation date


Agreement Files


Lists the different files that the agreement includes. This is primarily the documents uploaded by the


user, which include agreement text and other data. See AgreementFileInfo for more details.


Each agreement file is listed with the following properties:


• Agreement file ID
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• Agreement file name


• Agreement file mime type


• Agreement file size


• Agreement file hash


Signees


Lists the signees that have signed the document. See UserInfo for more details. Each signee is listed


with the following properties:


• Signee person number ID


• Signee name


• Signee sign date


Audit Log Extract


The verification ends with a summarizing extract from the audit log. It includes the most important


events and information from the audit log, whereas audit information that is of secondary importance


is filtered out.


Change Log


Agreement Version : 1.1


• Date of Change : 2017-02-28


• Logs


◦ Representation of agreement parts which are not possible to visualize are to include last


modified date along with the existing information (Name, Size, Hash).


◦ Layout is also changed to display the additional information vertically.


◦ Agreement File section of Verification page to include last modified date & time.


◦ ToBeSigned (TBS) text is separated into two types(visible & hidden).


Agreement Version : 1.2


• Date of Change : 2017-03-15


• Logs


◦ File Title is included in non visible agreement parts.


◦ Removed file Hash information from Attest Page and included file title
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Agreement Version : 1.3


• Date of Change : 2017-06-21


• Logs


◦ New Signature Methods EMail signature & Email signature with OneTimePassword introduced


Agreement Version : 1.4


• Date of Change : 2018-02-01


• Logs


◦ Audit Events are allowed to have id as Long (number) or UUID


◦ New Signature Method Click signature introduced


Agreement Version : 1.5


• Date of Change : 2018-05-31


• Logs


◦ Norwegian BankID is introduced


Agreement Version : 1.6


• Date of Change : 2018-07-31


• Logs


◦ More information about signature added on attest page


Agreement Version : 1.7


• Date of Change : 2019-01-16


• Logs


◦ Draw signature image added on attest page


Agreement Version : 1.8


• Date of Change : 2019-02-01


• Logs


◦ Message Sent for viewed event added in auditlog.json
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Agreement Version : 1.9


• Date of Change : 2019-04-04


• Logs


◦ Agreement locale added for agreement created event in auditlog.json


Agreement Version : 1.10


• Date of Change : 2019-05-16


• Logs


◦ Enable rendering of txt files on visual part of the PDF.


Agreement Version : 1.11


• Date of Change : 2019-05-14


• Logs


◦ Agreement expire on changed event added in auditlog.json


Agreement Version : 1.12


• Date of Change : 2020-04-20


• Logs


◦ Localized signing method display text on attest page & in auditlog.json


Agreement Version : 1.13


• Date of Change : 2020-10-22


• Logs


◦ Finnish EID is introduced


Agreement Version : 1.14


• Date of Change : 2021-08-03


• Logs


◦ TBS explanation is extended
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Agreement Version : 1.15


• Date of Change : 2021-11-07


• Logs


◦ Norwegian BankID signing documentation is updated


◦ Norwegian BankID signing by the means of authentication is introduced


Agreement Version : 1.16


• Date of Change : 2022-04-30


• Logs


◦ Danish signing using MitID is introduced


Agreement Version : 1.17


• Date of Change : 2022-07-15


• Logs


◦ Watermark logo removed


◦ Verification page logo changed


Agreement Version : 1.18


• Date of Change : 2023-10-02


• Logs


◦ Qualified electronic signing using Swisscom Mobile ID is introduced


Agreement Version : 1.19


• Date of Change : 2024-04-17


• Logs


◦ Watermark logo added


◦ Verification page logo changed


Reference Documentation
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Document name Description


Overview Gives an overview of the Egreement agreement
function and links to the other documents.


Container Format Describes the details of how agreement
information is stored within the container PDF.


Signing Describes how Egreement handles the signature
process.


Validation Describes how to validate a container. Makes
references to other documents for validation
details.


BankidValidation Signature Profile for BankID, v2.3


Telia Tunnistus Telia Tunnistus - Integration guide to
identification broker service, v1.8


Nets eID Broker Technical reference for service providers, v1.2.3


Swisscom AIS All-in Signing Service Reference Guide, v2.15


Swisscom SRS Integration Guide Smart Registration Service, v1.8


Cryptographic Message Syntax https://www.ietf.org/rfc/rfc2630
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Purpose
The purpose of this document is to provide deep knowledge of the signature process making it possible


to verify the signatures of agreements signed using the Egreement service.


Overview
This document describes how Egreement handles the signature process, from how to make all


agreement files tamper-proof, to how each Electronic ID (EID) provider implements its signatures.


System
For the agreement signatures to be trustworthy, it is important that a stable and high-quality system


protects the signing process.


All parts providing evidence for the signature, such as hardware, operating system and software, have


to be trusted.


Hardware


Egreement’s signature software runs on a virtualized hardware platform. It is hosted in a data center


with high availability requirements, used by large banks and e-commerce companies.


Software


For a signature to be trusted, it is important that the timestamp can be reliable. Timestamps are used to


show when certain events occur and are an important evidence when validating an agreement.


The platform synchronizes its time over the standardized Network Time Protocol (NTP).


Electronic Signatures
An electronic signature is any electronic means that indicates that a person consents to the contents of


an electronic message. In the EU the eIDAS legislation regulate and defines three levels of such


signatures:


• Simple Electronic Signatures


• Advanced Electronic Signatures


• Qualified Electronic Signatures


These signatures are created using an electronic identity that has a certain security Level of Assurance
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(LOA) also defined by eIDAS. The LOA describes the degree of confidence the identity was issued,


taking into account the enrollment process as well as protection of the authentication needed to use


the identity.


• Low - For example self-registration.


• Substantial - Providing and verifying identity information in a structured way.


• High - For example a requirement to have a physical meeting before issuing an identity.


Simple Electronic Signature (SES)


• Basic electronic signature with low assurance.


• Typically equivalent to a handwritten signature.


• Minimal identity verification required.


Is defined as "data in electronic form which is attached to or logically associated with other data in


electronic form and which is used by the signatory to sign".


Supported methods


• Draw Signature - A handwritten signature drawn on a digital canvas.


• API Signature - A signature created by consuming the web service exposed by Egreement AB.


• MitID low - Danish MitID on LOA level low


• Click Signature - A signature created by personalized link.


Advanced Electronic Signature (AES)


• is uniquely tied to the signatory,


• uniquely linked to and capable of identifying the signatory


• created in a way that allows the signatory to retain control


• linked to the document in a way that any subsequent change of the data is detectable.


Electronic signatures are usually based on PKI, such as the Swedish BankID and Norwegian BankID.


Supported methods


• Swedish BankID


• Norwegian BankID


• Finnish strong identification


• Danish MitID - MitID on LOA level substantial


• SMS Signature - A signature created by responding to an SMS with context specific content.
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• Email Signature with OneTimePassword - A signature created by One Time Password (OTP) based


email service.


Qualified Electronic Signature (QES)


A qualified electronic signature is an advanced electronic signature which is additionally:


• Highest Level of Assurance and trust.


• created by a qualified signature creation device (QSCD)


• Requires a qualified digital certificate from a qualified trust service provider.


• Legal equivalence to a handwritten signature in many jurisdictions.


Supported methods


Electronic signatures based on PKI where the signature is the highest level of electronic signature


under eIDAS, providing the utmost trust, legal equivalence to handwritten signatures.


• Swisscom Mobile ID


Cryptography
Cryptography is a central part of many signature solutions, for example to provide tamper-proof


agreement files.


The following chapters introduce some concepts needed to understand cryptography based signatures.


Cryptographic Hash Functions


A cryptographic hash function is any function that can be used to map data of arbitrary size to data of


fixed size where it is practically impossible to find two pieces of input that produces the same hash


value. It is a one way transformation that produces the same result every time. The result is called a


hash and since it is a one way function, it is not possible to re-create the input behind a hash.


Examples on hash functions are:


• SHA.2


• RIPEMD


• Whirlpool


Asymmetric Encryption


In cryptography, two types of encryptions are most commonly used, symmetric and asymmetric
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encryption. The difference between them is that the symmetric encryption uses one single key for both


encryption and decryption, while asymmetric uses one key for encryption and another for decryption.


The fact that there are two keys can also be used for creating signatures and serves as a base for many


types of EID. The EID solutions usually use the asymmetric encryption in a Public Key Infrastructure


(PKI).


Asymmetric encryption make use of keypairs that if a text is encrypted using one of the keys, the only


key that can decrypt the crypto text is the other key belonging to the pair. One key is private and


should not be shared with anyone, the other is public and is used to verify signatures created with the


private key.


Examples on asymmetric keys are:


• RSA


• DSA


Digital Signatures


When signing using asymmetric keys, the signature result is called a raw signature and is just a binary


blob of a specific size, without any information at all. In order for the signature to be used in a


distributed environment, there is a need to add information on who signed the blob, what was signed


and so on.


The combination of metadata and the raw signature is called a digital signature. Some information is


optional:


• Signature time


• X.509 Signature Certificate


• X.509 CA Certificates (who issued the X.509 Signature Certificate)


• Signature text (TBS)


• Hash algorithms used


• Signature algorithm used


• The raw signature


Examples on digital signature formats are:


• CadES/CMS/PKCS#7


• XAdES


Signing
To sign an agreement a number of actions need to be executed:
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• Create text representation of agreement


• Create digital signature


Create text representation


For advanced electronic signatures, where the agreement contents is logically tied to the created


signature, the text needs to be prepared in order to suit the signing method used. The textual


representation of an agreement is also called To Be Signed, or TBS for short. The TBS is the actual text


that is to be digitally signed. For the whole agreement to be tamper-proof, the agreement metadata


with all agreement files needs to be signed. Digital signature clients have limitations on the size of TBS.


It is not possible to sign the actual agreements, since there is a risk that the agreement files are too


large. Therefore cryptographic hash functions are used to reduce the size of the agreement files and


create a representation of it.


For non-advanced signatures, where the agreement contents is not directly tied to the signature, the


above preparation is normally not needed.


Digital signature clients allow us to send two different types of TBS. They are:


• Visible TBS


• Hidden TBS - Swedish BankID only


Visible TBS


TBS text that is exposed to the signatories by the digital signature clients. General information about


the Agreement is supplied to digital signature clients as a visible TBS. As the TBS will be different


between signing clients and also have different localizations it will be saved together with the digital


signature. In cases where hidden TBS is not supported, the visible TBS will contain information that


otherwise would be in the hidden TBS. Where the TBS has length restrictions due to technical reasons,


the hash may be base64 encoded (trailing = characters being omitted) and the hash may be calculated


as if the ordered agreement files were a single file.


Example


I sign: "Employment ACME Inc"
Egreement ID: 2394857302
Date: 26/04/2016


Hidden TBS


TBS text that is hidden from the signatories by the digital signature clients. Agreement content is


reduced to fewer characters using cryptographic hash functions is supplied to digital signature clients


as a hidden TBS. This is currently only supported for Swedish BankID.
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Example


----------
Content:


"Contract"
1103 b497 984e 433c 38d4 f4ef f775 33ad 0cef 8c07 9995 5b37 7c8e e4df 66f7 de73


"Codes of conduct"
2cf9 688d c483 2085 1f12 6120 9001 58b2 ab2e 62b1 afd5 acc5 ebbb 5134 c7a4 90f2
----------


Create Digital Signature


For advanced electronic signatures, the cryptographic signature is created by applying the private key


from an asymmetric key pair on a dataset that previously has been hashed. In this context, the dataset


is the TBS. Different EID providers handles digital signatures in different ways, Signature Methods


describes all methods supported.


For non-advanced signatures, signature creation will vary depending on the method.


Signature Methods
Currently, the following signing methods are supported:


• Swedish BankID (advanced electronic signature)


• Norwegian BankID (advanced electronic signature and authentication)


• Finnish strong identification


• Danish MitID


• Swisscom Mobile ID (qualified electronic signature)


• Draw Signature


• API Signature


• SMS Signature


• Email Signature with OneTimePassword


• Click Signature


These are described in detail below.
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Swedish BankID


Swedish BankID is the largest EID provider in Sweden run by Finansiell ID-Teknik BID AB which is


owned by a number of large swedish banks.


It is a PKI based solution with support for file based tokens as well as smart cards, supported on a


number of platforms for desktop and mobile.


Signature format


The BankID client produces an XML Digital Signature as specified in BankID Signature profile.


Audit log


Each signature transaction provides information used in user interface and audit logging:


• personNr - In the form of a Swedish personal identity number.


• personSurname - Surname in capital letters.


• personGivenName - Given name in capital letters.


• startDate - Date when signing was started.


• signatureMethod - Will be bankid or bankid-otherunit.


• transactionId - Transaction ID from backend system.


• signature - Signature, base64 encoded.


• tbs - Data being signed, base64 encoded.


• tbsHidden - Hidden data being signed, base64 encoded.


How to validate


Validate the signature according to BankID Signature profile.


Output from validation to provide to Signee Validation in Container Format is:


• User attributes of the first certificate of the XML element KeyInfo with ID bidKeyInfo in the


signature.


• Hashed TBS.


• TBS Hash algorithm.


Norwegian BankID - advanced electronic signature


Norwegian BankID is the largest EID provider in Norway run by BankID Norway AS.


It is a PKI based solution that uses a one time password in combination with a personal password,
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supported on a number of platforms for desktop and mobile.


Signature format


The BankID client produces a detached PKCS#7/CMS signature as specified in Cryptographic Message


Syntax, where the detached data being signed is the TBS.


Audit log


Each signature provides data for the Agreement Signed specified in Container Format. The data


provided is:


• personNr - Person unique ID, not the Norwegian personal identity number.


• personSurname - Surname.


• personGivenName - Given name.


• personDateOfBirth - Date of birth for the person.


• startDate - Date when signing was started.


• signatureMethod - Will be norbankid-netcentric or norbankid-mobile.


• signatureAction - Will be signature.


• transactionId - Transaction ID from backend system.


• signature - Signature, base64 encoded.


• tbs - Data being signed in the detached PKCS#7 signature, base64 encoded.


How to validate


Validate the signature according to 5.6 Message Signature Verification Process in Cryptographic


Message Syntax.


Output from validation to provide to Signee Validation in Container Format is:


• User Attributes of the signer certificate in the element SignedData certificates in the PKCS #7


signature.


• Hashed TBS


• Hash algorithm


Norwegian BankID - authentication


Authentication based signing is also provided by the means of Norwegian BankID.
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Audit log


Each signature provides data for the Agreement Signed specified in Container Format. The data


provided is:


• personNr - Person unique ID, not the Norwegian personal identity number.


• personSurname - Surname.


• personGivenName - Given name.


• personDateOfBirth - Date of birth for the person.


• startDate - Date when signing was started.


• signatureMethod - Will be norbankid-netcentric or norbankid-mobile.


• signatureAction - Will be authentication.


• transactionId - Transaction ID from backend system.


How to validate


As an authentication alone does not digitally sign the agreement content, the person details such as


given name, surname and date of birth must be compared with the requested signee.


Finnish strong identification


Strong identification broker services are provided by Telia Finland for banks and mobile operators in


the Finnish Trust Network ("FTN").


Identity format


Telia produces a signed JWT which contains information about the person.


Table 1. Signed Attributes


Attribute Name Attribute Value


urn:oid:1.2.246.21 Social security number / personal identity code /
HeTu - henkilötunnus


urn:oid:2.16.840.1.113730.3.1.241 Full name


urn:oid:2.5.4.4 Surname


urn:oid:1.2.246.575.1.14 Given name


More information can be found in Telia Tunnistus.
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Audit log


Each signature transaction provides information used in user interface and audit logging:


• personNr - Finnish personal identity code.


• personSurname - Surname


• personGivenName - Given name


• startDate - Date when signing was started.


• signatureMethod - Will be eid-fi.


• transactionId - Transaction ID from backend system.


• signature - Signed JWT (from Telia).


• publicKey - Public key (JWK) for the signed JWT (from Telia).


How to validate


The signed JWT can be verified using the public key.


Danish MitID


Danish MitID signing is utilizing Transaction Signing from Nets eID Broker.


Signature format


The signature flow for Danish MitID is performed as a text followed by end-user authentication, so


there is no signature produced. Thus a signature format does not exist.


Audit log


Each signature provides data for the Agreement Signed specified in Container Format. The data


provided is:


• personNr - Person unique ID, not the Danish personal identity number.


• personName - Full name.


• personDateOfBirth - Date of birth for the person.


• startDate - Date when signing was started.


• signatureMethod - Will be one of: mitid-low, mitid-substantial or mitid-high.


◦ The method mitid-<LOA> specifies what Level of Assurance (LOA) that was requested when


initiating the signature.


• signatureAction - Will be authentication.


• transactionId - Transaction ID from backend system.
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• tbs - Data that was shown to user before authenticating, base64 encoded.


More information can be found in Danish MitID.


How to validate


Due to the nature of this kind of signature, the signature in itself cannot be machine validated in the


same way as an advanced signature. In case of dispute, contact the EID provider, Nets, to validate the


entries in the audit log.


Swisscom Mobile ID


Swisscom Mobile ID is a qualified electronic signature method provided by Swisscom Trust Services.


It is a PKI based solution that uses a smartphone application to authenticate signees. After successful


authentication a short lived certificate is issued that is used to produce a Qualified Electronic


Signature.


Signature format


Swisscom Trust Services produces a detached CMS signature as specified in Cryptographic Message


Syntax, where the detached data being signed is the tbsHidden and message is the message shown to


the user in the Mobile ID client.


Audit log


Each signature provides data for the Agreement Signed specified in Container Format. The data


provided is:


• mobile - Mobile no used to trigger the signee’s authentication of the signature.


• personName - Full name.


• personSurname - Surname.


• personGivenName - Given name.


• personSerialNumber - Swisscom evidenceId.


• startDate - Date when signing was started.


• signatureMethod - Will be swisscom-qes.


• transactionId - Transaction ID from backend system.


• signature - Signature, base64 encoded.


• message - Message shown in the Mobile ID client when user approves the signature, base64


encoded.


• tbsHidden - Data signed in the detached CMS signature, base64 encoded.
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More information can be found in Swisscom AIS and Swisscom SRS.


How to validate


Validate the signature according to 5.6 Message Signature Verification Process in Cryptographic


Message Syntax.


Output from validation to provide to Signee Validation in Container Format is:


• User Attributes of the signer certificate in the element SignedData certificates in the CMS signature.


• Hashed TBS


• Hash algorithm


Draw Signature


The draw signature signing method is an electronic counterpart to traditional handwritten signatures.


Using draw signature, the end user draws a signature on a web canvas. The signing method is not


classified as an advanced electronic signature in that it does not tie the user to the contents signed and


does not identify this signatory. Yet, the method can be suitable in use cases where advanced electronic


signatures are not required.


Signature format


The signature is represented as an SVG/PNG image.


Audit log


Each signature provides data for the Agreement Signed specified in Container Format. The data


provided is:


• personNr - In the form of a swedish personal number.


• personSurname - Surname


• personGivenName - Givenname


• signatureMethod - Will be draw-signature.


• signature - The SVG or PNG image, base64 encoded.


• signatureContentType - The content type of signature eg. image/svg, image/png.


How to validate


Due to the nature of this kind of signature, the signature in itself cannot be machine validated in the


same way as an advanced signature. Also, as the case of traditional handwritten signatures where


there are no formal requirements placed, ocular comparison does not add to trustworthiness.


12







API Signature


The API Signature is an electronic signature which is done by consuming the web service exposed by


Egreement AB. Using API Signature, the end user signs the agreement by making a request to the web


service. Using this method, user can also send the timestamp of actual time when the sign event took


place. This signing method is not classified as an advanced electronic signature in that it does not tie


the user to the contents signed and does not identify this signatory. Yet, this method can be suitable in


use cases where advanced electronic signatures are not required.


Audit log


Each signature provides data for the Agreement Signed specified in Container Format. The data


provided is:


• personNr - In the form of a swedish personal number.


• personSurname - Surname


• personGivenName - Givenname


• signatureMethod - Will be api-signature.


• signedOn - Time at which the agreement was actually signed (stated by user)


How to validate


Due to the nature of this kind of signature, the signature in itself cannot be machine validated in the


same way as an advanced signature.


SMS Signature


SMS Signature is an electronic signature created by responding to an SMS with context specific


content. The content of the SMS is One Time Password (OTP), a 6 digits number sent to the registered


mobile no of the signee. The Signee has to submit the OTP in order to sign the agreement. The OTP


Number is generated by TOTP algorithm by hashing the current time along with the agreement


information. OTP can be regenerated and verified by the same logic provided the given time &


agreement information are same.


Audit log


Each signature provides data for the Agreement Signed specified in Container Format. The data


provided is:


• mobile - Mobile no of the signee.


• timestamp - Date when signing was started.


• agreementName - Name of the agreeement.
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• signatureMethod - Will be sms-signature.


• OTP - One Time Password.


How to validate


One Time Password (OTP) can be verified using the following algorithm from the attributes


(agreementName, mobile, timestamp).


• HASHLG : Use SHA-256 algorithm to generate hash of the given input.


• hash (array): HASHLG( agreementName + mobile + timestamp)


• random (function): hash[ ${param1} ] & ${param2} << ${param3}


• otp : Follow the below steps to generate OTP from the hash.


◦ offset = random(hash.length - 1, 15, 0)


◦ binary = random(offset, 127, 24) | random(offset + 1, 255, 16) | random(offset + 2, 255, 8) |


random(offset + 3, 255, 0)


◦ otp = binary % 1000000


◦ If the output is less than 6 digits, add the remaining digits as '0' in prefix.


• Now verify the ${otp} generated against the OTP that you can find in the auditLog.json.


Email Signature with OneTimePassword


Email signature with OneTimePassword is an electronic signature created by One Time Password(OTP)


based email service. The content of the Email is One Time Password (OTP), a 6 digits number sent to


the registered email address of the signee. The Signee has to submit the OTP in order to sign the


agreement. The OTP Number is generated by TOTP algorithm by hashing the current time along with


the agreement information. OTP can be regenerated and verified by the same logic, provided the given


time & agreement information are same.


Audit log


Each signature provides data for the Agreement Signed specified in Container Format. The data


provided is:


• email - Email address of the signee.


• timestamp - Date when signing was started.


• agreementName - Name of the agreeement.


• signatureMethod - Will be email-signature.


• OTP - One Time Password.
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How to validate


One Time Password (OTP) can be verified using the following algorithm from the attributes


(agreementName, email, timestamp).


• HASHLG : Use SHA-256 algorithm to generate hash of the given input.


• hash (array): HASHLG( agreementName + email + timestamp)


• random (function): hash[ ${param1} ] & ${param2} << ${param3}


• otp : Follow the below steps to generate OTP from the hash.


◦ offset = random(hash.length - 1, 15, 0)


◦ binary = random(offset, 127, 24) | random(offset + 1, 255, 16) | random(offset + 2, 255, 8) |


random(offset + 3, 255, 0)


◦ otp = binary % 1000000


◦ If the output is less than 6 digits, add the remaining digits as '0' in prefix.


• Now verify the ${otp} generated against the OTP that you can find in the auditLog.json.


Click Signature


Click signature is an electronic signature created by using a personalized link. The personalized link


can be shared by email or directly in an integrated application. When the signee visits the link, it will


take him to the agreement review page where he can click the sign button to sign the agreement.


Audit log


Each signature provides data for the Agreement Signed specified in Container Format. The data


provided is:


• email - Email address of the signee.


• timestamp - Date when signing was started.


• signatureMethod - Will be click-signature.


How to validate


Due to the nature of this signature , we can’t validate the authenticity of the signature. Signatories has


to keep the link secret.


Reference documentation
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Document name Description


Overview Gives an overview of the Egreement agreement
function and links to the other documents.


Container Format Describes the details of how agreement
information is stored within the container PDF.


Signing Describes how Egreement handles the signature
process.


Validation Describes how to validate a container. Makes
references to other documents for validation
details.


BankidValidation Signature Profile for BankID, v2.3


Telia Tunnistus Telia Tunnistus - Integration guide to
identification broker service, v1.8


Nets eID Broker Technical reference for service providers, v1.2.3


Swisscom AIS All-in Signing Service Reference Guide, v2.15


Swisscom SRS Integration Guide Smart Registration Service, v1.8


Cryptographic Message Syntax https://www.ietf.org/rfc/rfc2630
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Purpose
Agreements might need validation in case of disputes where one or more contracting parties renounce


that he or she intentionally signed the agreement. Since an agreement e-signed using Egreement’s


service is self-contained, tamper-proof and legally binding, validating the agreement can be enough to


settle legal disputes. This document describes all the steps needed to validate the agreement.


Overview
Validating an agreement is quite a complicated process requiring technical skills or software. The


agreement is stored as a PDF container where any proof of the validity of the agreement is contained


inside the actual container. The process spans from controlling the actual agreement content to


validating the Public Key Infrastructure (PKI) signature status.


The parts that should be validated and covered by this and other references documents are:


• Container validation


• Agreement content


• Retracing signature steps


Container Validation
Verify that the container is an agreement PDF container. See the "Container Content" chapter in


Container Format.


Agreement Content
Read and validate all parts of the agreement attached to the container. See "PDF Container" Container


Format how to locate all files of the agreement.


Retracing Signature Steps
The audit log is a list of entries holding all actions associated with the agreement, from creating the


agreement to the last signee signing the agreement. The list is sorted by the time each action was


logged.


Audit Log Validation Process


Validate each audit entry in the log according to the "How to validate" section of each specific audit


entry type chapter. The audit entry types are described in detail in Container Format, where each
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entry type is described in a separate chapter.


If validation of one step fails or if the audit entry does not exist in Container Format, the agreement is


considered invalid.


If validation of an entry fails, it is important to analyze why before the agreement is discarded. It is


important to establish if the agreement is considered invalid because someone has tampered with it, or


if there are errors in the tools or in the documentation?


References


Document name Description


Overview Gives an overview of the Egreement agreement
function and links to the other documents.


Container Format Describes the details of how agreement
information is stored within the container PDF.


Signing Describes how Egreement handles the signature
process.


Validation Describes how to validate a container. Makes
references to other documents for validation
details.


BankidValidation Signature Profile for BankID, v2.3


Telia Tunnistus Telia Tunnistus - Integration guide to
identification broker service, v1.8


Nets eID Broker Technical reference for service providers, v1.2.3


Swisscom AIS All-in Signing Service Reference Guide, v2.15


Swisscom SRS Integration Guide Smart Registration Service, v1.8


Cryptographic Message Syntax https://www.ietf.org/rfc/rfc2630
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